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SCOPE OF EVOLVING THREATS



WHY IS HEALTHCARE A TARGET?

• Shift from paper
• Increase in 

medical devices 
and endpoints

• Sophistication of 
attacks



HEALTHCARE WARNINGS

August 2014
“Law enforcement is aware of an increase 
in the number of attacks targeting the 
healthcare sector, and believe that trend 
will continue over the next few years due to 
a lack of security of the majority of medical 
systems.”

June 2013
FDA urges protection of medical devices from 
cyber threats



WHO IS CARRYING OUT THE ATTACKS?



HEALTHCARE THREAT LANDSCAPE



MEDICAL IDENTIFY THEFT
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SITE SELLING MEDICAL ID CARD
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SITE SELLING US CITIZEN INFORMATION 
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SOFTWARE
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MEDJACK
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SECURITY
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ENCRYPTION
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ACCESS CONTROL
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MEDICAL PRIVACY
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LOTS OF DATA
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SO, WHAT CAN WE DO
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